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1.1

1.2

1.3

INTRODUCTION

Purpose

This document is the user’s guide for the local PRI&kro Web Server. The way this
component is made up, the kind of applications thatbe developed using it and how it can
be set up are explained in the following chapters.

Readership

This document targets those application develojptesested in take advantage of the local
PDA Micro Web Server, and also for those in charfgine component setup.

Related Documentation

MyMobileWeb: Thin Client Programmer’s Manual.
MyMobileWeb: Applications Development Quick RefecerGuide.
MyMobileWeb: Device Manager User’s Manual.
MyMobileWeb: Rendering Definition Language Refereriguide
MyMobileWeb: Rendering Deployment Tools User’s Mahu
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2 GENERAL OVERVIEW

2.1 Introduction

In the mobile scenario there is a need to desigiicgtions that are not dependent on a
permanent connection (online) with central systémas contain the business logic and data
for their proper operation; this need emerges dubfterent reasons:

The availability of mobile networks, which is mutdwer than fixed networks. The dream of
having a mobile connection at all times and angela still a long way in the future.

The existence of potential areas without coverage.

The limited broadband and latency of mobile netwonrkkhich makes connections to servers
expensive in terms of time.

The need to optimize communications in order tegeaffic.

The existence of areas where wireless communicatiare forbidden (fuel stations,
surroundings of official buildings...).

The aforementioned reasons imply the need to hakglenapplications that can operate in
off-line or synchronized mode, i.e.: applications that gaarantee their operation on the
mobile terminal, regardless if they loose theirrgection to the central system at any time.

2.2  Types of applications

Off-line applications are based on tiséore and forwardparadigm, i.e.: the result of
operations performed by the user are stored inntbbile terminals and sent later to the
central server.

The off-line and synchronized applications include the follayvigpes, sorted from greater
to less in terms of theff-line work method:

a) Pure off-line applications. This kind of application does not require any
connections to the server in order to provide theeinctionality. The only
connections to the server are made to pass modiffedmation from the mobile
terminal to the central server and to download m&ata. This process is called
synchronization. In these applications, synchrdiopausually takes place at the
start and end of the day using special stationsexted to a fixed network. These
applications can work with mobile terminals that dot include wireless
connectivity.

b) Off-line applications with sporadic synchronization.These are applications that,
although workoff-line, request a synchronization with the central serveder
certain events. The events that trigger a synchation shall be those that involve
Application Operationswhose execution or result must be made immediately
available to the central server. There could alsath® case of applications that
synchronize periodically or at specific periodgime with the central server. Given
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that the synchronization may be triggered spordigiead in the field, this kind of
applications requires a terminal with wireless @miivity.

c) Mixed off-line / on-line applications. These are applications that resolve certain
business operations off-line mode, while other business operations are resolved
on-ling i.e.: with a direct connection using the mobigwork to the central server.
The business operations to be resoleedine are those that require immediate
response from the central server.

A clear example is an application for basic telephservice installers. Once the
installation of the service has been completedofferator must request a line test
from the central system in order to verify the mopperation and/or error
diagnostics. The operator activity management eatitin can operate iaff-line
mode, but the test request must be perforomding as it cannot be resolved in
local and has no sense to be sent in deferred nasd#, requires a result in the
shortest possible time.

d) Intelligent off-line / on-line applications. These are applications that normally
operate iron-line mode. However, they are prepared to switch @ftdine mode in
the event of loss of coverage or any network prokleWhen the network
connectivity is recovered, the application is cdpalf synchronizing information
with the central server transparently for the user.

e) On-line applications minimizing server interactions. These applications,
although areon-ling are designed to minimize the number of interastioith the
central server. They are a specific case)affhere the business operations ane
line involving data synchronization and a persistentelvause that minimizes the
number of connections to the central server.

Strictly speaking, this kind of applications canbet consideredff-line. However,
we mention it in this section to highlight the factis possible to desigon-line
applications that minimize the number of servernsmtions, improving the user
experience and saving traffic costs. In additidnjsi possible to combine the
strategies defined by casg)sd) ande) in order to obtain an intelligewnff-line / on-
line application that furthermore minimizes the numbérinteractions with the
server.

The component described in this document allowseldging all kinds of applications
described above.

2.3 Synchronization

Off-line applications work in stand-alone mode ke tmobile devices, performing local
operations on the device and accessing data stonedhe device itself. They must
synchronize periodically.

Synchronization is the process of transmitting ¢gesnmade in the device to the central
system (pload and vice versa, i.e.: the process of transmittiegv user data to each
terminal @ownload. The changes transmitted are those that occusiade the last
synchronization, guaranteeing the resolution offlazia if any, based on guidelines defined
by the application designer (conflict resolutiorigies).
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Synchronization strategies

There are two synchronization strategies in theeldgment obff-line mobility applications:

Data focused synchronizationData synchronization involves synchronizing théada
layer from the mobile application to the centraplagation and vice versa. It is a
reasonably efficient synchronization method as dn cbe combined with data
compression techniques. The problem can arise énetfent of an additional logic
associated to the synchronization process. In ¢hise, data synchronization is not

sufficient.

Application focused synchronization.In many cases, synchronization involves logic
that requires more sophisticated mechanisms thawided by data synchronization.

Application focused synchronization consists in efedred request for executing a
business transaction, resolved initially at the iedierminal.

Generally, the best results are achieved whenpiossible to combine both techniques. Data
synchronization is used to synchronize the basia, dahile application synchronization is
used to synchronize transactions that involve mssinogic implying access, modification
and creation of multiple data items in the cergeaker.

The difference between both types of synchroninatitall be described through examples.

Example 1 An off-line mobile application for recording electricity orggeneter readings. The

operator records the reading of a customer's nietitre mobile terminal, which is saved on
the device. Later, that reading is synchronizedh e central application. In this case, data
synchronization is sufficient to achieve the regdifunctionality.

Example 2:An operator has an application to manage inveggoiThe application allows the

2.4

operator to deduct materials from the inventonttesy are used in facilities. This initially
could require a data synchronization approach. BHawhthe operator uses a given material, it
would deduct it from the inventory and save the ramount on the mobile terminal. Later
such modified amount would be transmitted to there¢ application.

However, the inventory could be modified from thental server, increasing the
amount available of a given product before synclzedion. This would cause a
conflict on synchronization because the data iteoulds have been modified on
both the central application and the mobile termifrathis case, the best option
would be application focused synchronization, itke device stores one or more
transactions deducting quantities from the inventdrater, these transactions
would be reproduced in the central application.r@&ylaying the transactions, they
would have performed the pertinent deductions frowentory, and not create any
conflicts. In addition, after the synchronizatiorf business transactions, a
synchronization of data from the server to the eotarminal should take place in
order to update the inventories on the device.

The previous example shows theff-line applications must combine both types of
synchronizations.

Technology alternatives

There exist two alternatives in the developmerdrofff-line client application:
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o0 Develop a heavy cliensipartclien). This is the most generic option and can be
used with different types of terminals. It presghtsinconvenience of a greater cost
of development and greater difficulty for updatithg software. The technologies
that supportsmartclientdevelopment are J2ME, .NET Compact Framework and
Symbian.

0 A lightweight client that runs on a Micro Web @ar executed on the mobile
terminal itself. This option involves developingetbff-line application as a Web
application, i.e.: with servlets on the server side presentation via HTML pages.
The Web application is executed on the device fitdedter a synchronization
program can synchronize the data and transactierfermed previously by the
user.

The second approximation offers the advantageittsanplifies both the development and
distribution of updates, reusing the skills of centronal Web developers.

MyMobileWeb MicroWebServer

The MyMobileWeb product includes a local Micro W8brver for PDAs that supports the

execution of local Web applications based on lients. It is a 100% Java developed micro
Web server that supports its execution in a rasttienvironment such as J2ME Personal
Profile.

The component is used for both static content (HTpdbes, images, etc.) and Java servlets,
which can generate dynamic content. The server beswith the Java Servlet standard and
requires only 60 Kb.

In addition, it includes a library that can stoognfis in XML format (application focused
synchronization). These forms can then be sentfierced mode to the central server using a
synchronization tool.

Figure 2-1: Off-line application architecture
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Applications architecture

The figure above is an architecture diagram oflio#- applications developed using the
component. The PDA executes a micro Web serverghwligtens to HTTP requests. The
Web browser is also started on the PDA, which sdd@$P requests to the ‘localhost’
address and the port on which the microwebsenl&téning.

Therefore, the user interface is a conventionalbes on the PDA with HTML, CSS and
Javascript pages. The only difference with regaod@n on-line application is that the
browser performs local HTTP connections as opptsedmote, which would require a data
connection (GPRS, Wi-Fi, UMTS, ...).

Some of the requests will trigger the executiodd@fa code in the Java Servlets. The user
performs transactions on the application througimé(POST), which are stored in XML
format in order to be sent later to the centraleserThe forms are sent at a later stage using
the synchronization tooSyncTodl.

The synchronization tool sends the data from thendoto the central server via HTTP,
playing back exactly the same POST (in deferred epddat the user performed in local
mode. This POST on the server side can be processsgla synchronization engine, or any
software element capable of reproducing user tcdioses in deferred mode.
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INSTALLATION AND CONFIGURATION

3.1 Introduction
This section details the mechanisms for instaling configuring the component in order to
provide a fully operational off-line application anPDA.
3.2  Prior requirements
The following items are required to execute a mitkeb server:
PDA Pocket PC 2002 or above with at least 64 MBAM
Virtual Java machine that complies with the ‘Pesdalava’ specification or the J2ME-CDC
configuration and the 'Foundation Profile' (for exde, Smertec JBED or Creme)
The aforementioned JVM shall be installed on thé\PD
Component distribution packagglyMobileWeb_PDAWebServer xxx_tar.gz
3.3 Installation
The installation process is completetanual.
The component is distributed in a .tar.gz file, ethghall be uncompressed on a desktop PC.
Next the component installation directdBDAWebServeshall be created on the PDA and
the software copied to it. It is advisable to iidtee component on a physical media such as
flash memory, in order to avoid loosing data. Thiealories that appear after uncompressing
the component are:
conf Includes configuration files of the local micreWserver.
webapps.Local Web applications shall be placed in this ciey (one application per
directory). The distribution includes an examplglegation. Each application shall include at
least the "‘WEB-INF’ directory with the XML descriatfile of the application (web.xml).
lib. Contains the necessary libraries for executiegstrver
log. Contains the logs of the local web server
offline. Is the directory that will store the XML forms &il in by the user. These XML files
shall remain there until the next synchronization.
install. This directory includes direct links that candepied to the PDA Start Menu.
Once the software has been uncompressed the folskatl/TIDOfflineToolsshall be
copied to \windows\Menua Inicio\Programas This will create a new folder
‘TIDOffLineTools’ under the ‘Programs’ folder on@éhPDA. This folder includes two
icons that provide direct access to the two exédesaprovided by the component:
‘MicroWebServer’ and ‘SyncTool'. The ‘MicroWebSemreexecutable starts the
microwebserver on the PDA, and the ‘SyncTool' stdré synchronization tool.
Code: 3-1
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3.4  Configuration
3.4.1 Local server configuration
The configuration of the local server for PDA igfpemed editing the fileconfig/server.xml.
The figure below shows an example of the file. Tidsconfigures the port used by the local
server (in this case 8081), the root directory whéne web applications are stored
(webapp}, the directory to store synchronization file§fl{ne) and the log directorydg).
The <web-app> section is used to define the off-line resourcBsese resources are
identified by their name, the real URI to be usdiew synchronizing, the username and
password to use (optional) and a temporary sucpege to redirect when the form is
processed and stored locally. In the example, dtatles an off-line resource (form) called
‘CambioDePar’. In this case, when the form is chled the data is stored in XML format
on the device, the page that will be displayed mattally shall be ‘CambioOK.html'.
Figure 3-1: Micro Web Server’s configuration file: server.xml
<?xml version="1.0" encoding="IS0O-8859-1"?>
<server>
<port>8081</port>
<docbase>webapps</dochase>
<offline-dir>offline</offline-dir>
<log-dir>log</log-dir>
<web-app>
<offline-resource>
<resource-name>CambioDePar</resource-name>
<resource-uri>http://escanda:9966/GDialogo</resourc e-uri>
<success-page>/CambioOK.html</success-page>
</offline-resource>
</web-app>
</server>
3.4.2  Configuration of the synchronization tool
The synchronization tool is stored using an XMl fitonf/sync.xml The figure shows the
format of this file. As can be seen, it is necegsarconfigure the directory for the XML files
with the forms to be synchronized (one directony dach offline resources) (tag#line-
dir>). It is also necessary to configure the directwhere the tool shall record the events
(tag dog-dir>).
The declaration of off-line resources is optiorg,the synchronization tool allows entering
the URL for synchronization, user, password, etc.
Code: 3-2
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Figure 3-2: Synchronization tool’s configuration fi le: sync.xml

<?xml version="1.0" encoding="IS0O-8859-1"?>
<sync>
<offline-dir>offline</offline-dir>
<log-dir>log</log-dir>
<offline-resource>
<resource-name>Form2</resource-name>
<resource-uri>http://muesli:2525/servlet/Encuesta</ resource-uri>
</offline-resource>
<offline-resource>
<resource-name>CambioDePar</resource-name>
<resource-uri>http://escanda:9966/GDialogo</resourc e-uri>
<success-page>/CambioOK.html</success-page>
</offline-resource>
</sync>

3.5 Application descriptor

Each application shall have an XML descript®WEB-INF/web.xmilfile) in the format
specified by the Java Servlet standard. It is estdbed in this document as it is a standard
format.

The WEB-INF directory includes the subfolders ‘slas and ‘lib’ used to store the servlets
and external libraries to be used.
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4.1

4.2

DETAILED DESCRIPTION

Introduction

This chapter shows an exhaustive description ofdte Micro Web Server Component.

Execution of the microwebserver

The main class of the microwebserver ds.tid.webserver.Startup In order for the
microserver to operate correctly it is necessargetiothe ‘user.dir’ system parameter (JVM
parameter —D) to the root directory of the comparfasually\PDAWebServer In addition

it is necessary to guarantee the fiI3AwebServer.jar, servlet.jar andkxml-min.zip are

in the CLASSPATH.

The installation provides a direct access (in TheOfflineToolsdirectory) to execute the
microwebserver (seligure 4-1: Shortcutg using the Jeode virtual machine (now known as
JBed). If you wish to use the microserver usingiféer@nt virtual machine, it shall be
necessary to create direct accesses for it (wigthctinfiguration required by each virtual
machine). The direct access is called ‘MicroWeb8&estartup’ and assumes the installation
directory of the component 88DAWebServer.

Figure 4-1: Shortcuts

£ |TIDOfALineTools ox 10:16 (D

v &

MicroWeb... L]

E|A

In the case of the Jeode JVM, the following screemisplayed when the server starts
correctly

Code:
Edition

4-1



DETAILED DESCRIPTION

Figure 4-2: Proper execution of the microwebserver using Jeode

EVMConsole _ IDI b4
[HttpServer starting. . . -
[Hcoplerver started |

B - ofx 10:04

4.3  Execution of the SyncTool

The main class off the synchronization tooksstid.webserver.sync.SynchronizerStartup
In order for the synchronization tool to operaterectly it is necessary to set the ‘user.dir’
system parameter (JVM parameter —D) to the roatctbry of the component (usually
\PDAWebServgr In addition it is necessary to guarantee thesfiPDAwebServer.jar,
servlet.jar andkxml-min.zip are in the CLASSPATH.

The installation provides a direct access (in TheOfflineToolsdirectory) to execute the
synchronization tool using the Jeode virtual maehimow known as JBed). If you wish to
use the tool using a different virtual machineshall be necessary to create direct accesses
for it with the configuration required by each uet machine. The direct access is called
‘SyncTool’ and assumes the installation directdryhe component a®DAWebServer

Figure 4-3: The synchronization toolshows the aspect of the synchronization tool. &s c
be seen, it is possible to specify the URL, usemand password to synchronize with. The
‘Operacion’ combo box shows all the types of fortnssynchronize and the list below
displays the various forms that have been save@. fobhms are sent on pressing the
‘Sincronizar' button. It is possible to configur@raxy to use for the synchronization process
through the ‘Opciones’ button.
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Figure 4-3: The synchronization tool

TID SyncTool ! Iil Opciones

upL  [fttpes/ | | Prosy | |

Usuario | |F‘wd | |
Puert

[05/10/2005 - 13:21:50] -
[06/f08/2004 - 09:18:58] =
[14/07/2004 - 16:22:50] = Csceptar | cancelar |
[14f07/2004 - 16:21:51] i
4] [ ¥ 4] [»
Sincronizar CpCiones Salir Sincronizar CpCiones Salir

£FTIDsyncTool [ - dx10:18  SF|TIDSyncTool [ - «x 10:19

4.4  Format of XML files containing the forms to be synchronized
The ‘offline’ directory includes as many subfolders types of forms stored on the PDA.
Each one of these folders includes as many filésras the form has been filled in and not
synchronized. The files have the same name as fu® a suffix with the timestamp
indicating the time when the form was filled in.
The figure shows an example of the XML file contagn data from a form to be
synchronized. As can be seen, it stores the mdthbd used during transmission, the values
of the parameters and the target URI (which casgeified through the synchronization
tool when sending the form).
Figure 4-4: XML file with the data to be synchroniz  ed
<?xml version="1.0" encoding="IS0O-8859-1"?>
<form>
<method>POST</method>
<params>

<param-name>entorno</param-name>

<param-value>89</param-value>

<param-name>caja</param-name>

<param-value>777777</param-value>

<param-name>tlf</param-name>

<param-value>979771909</param-value>

<target-uri>http://escanda:9966/GDialogo</target-ur i>
</form>
Code: 4-3
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5 USAGE EXAMPLE

5.1 Introduction

This chapter describes how to use the componerd. ifi$tallation includes an example
application to show how the product is used. i mmall application that supports changing
the data of a fixed telephone wire.

5.2  Structure of the example application

The application is placed in the ‘webapps’ diregtainder the local server installation.
Figure 5-1: Structure of the example applicationshows the files and directories involved.
You can see the standard Java Servliet WEB-INF faddgrovided.

This application does not include an execution Iserfor the local server, but a series of
static HTML and Javascript pages.

There is a single form that is stored on the PDAisTform is defined in the
‘CambiarPar.html' page. The POST on the form inetuthe URI ‘/servlet/CambiarPar’. This
resource is declared off-line for the server, whiakans it will be stored locally each time
the POST is performed and the data can be synadeaiater using the SyncTool.

Figure 5-1: Structure of the example application

W | index_archivos Carpeta

W | Menulnicial_archivos Carpeta

] WEB-IMF Carpeta

&] CambiarPar 4KB  Archivo HTML
lﬂ CambioCk 1KE  Archivo HTML
&|FichadeRed ZKB  Archiva HTML
& index 1KE  Archiva HTML
,ﬂ MenuInicial 1KE  Archivo HTML
& ok 1KE Imagen GIF

5.3 Configuration of the example application

The following figure shows an example of the coafaion file neededcpnfig\server.xml
to declare the ‘CambiarPar’ resource as an oftime.

Figure 5-2: Server configuration file (server.xml) of the example application

<?xml version="1.0" encoding="IS0O-8859-1"?>
<server>

<port>8081</port>

Code: 5-1
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<docbase>webapps</dochase>
<offline-dir>offline</offline-dir>
<log-dir>log</log-dir>
<web-app>
<offline-resource>
<resource-name>CambioDePar</resource-name>
<resource-uri>http://escanda:9966/GDialogo</resourc e-uri>
<success-page>/CambioOK.html</success-page>
</offline-resource>
</web-app>
</server>

5.4  Execution of the example application

In order to execute the example application itdsassary to first start the local server using

the corresponding direct shortcuts (degure 4-1: Shortcutg. Once started, open the
browser on the PDA and point it to http://localh8881 The following screens will appear.

Figure 5-3: Main Menu

L."a_rw.j' Internet Explorer
Mentl inicial
Escoja Cpcidn

@ ambiar Par

Yer Herram. < 0 o IE}] "@ E|‘
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Figure 5-4: Change of the Fixed Telephone Wire

._'a_i:}' Internet Explorer wfx 11:31 9
0K l

.(
La solicitud de cambio ha sido
almacenada para su posterior envio
Continuar

Wer Herram, <@ Q i [E] "B E|*

5.5 XML files with stored forms

Once a telephone wire has been changed, the XMk filith the content of the forms are
stored in the 'offline’ directory of the local servwnstallation. The figure shows that a folder
called 'CambioDePar' has been created and sevétal ffes have been created with the
data from the various forms. Each XML file has dfisuhat indicates the timestamp at
which the form was filled in and saved in XML fortna
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Figure 5-5: Locally stored forms

5.6  Forms Synchronization

The synchronization between forms must be carrigdusing the synchronization tool. This
tool can be started using the proper shortcutKgggre 4-1: Shortcuts.
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.NET Compact Framework

The Microsoft .NET Compact Framework is a key dintealizing Microsoft's goal
provide customers with great experiences—ametiany place, and on any dev
The .NET Compact Framework's managed code and XMb ¥érvices enable 1
development of secure, downloadable applicationdestices such as personal dic
assistants (PDAs), mobile phones, and set-top boxes

CLASSPATH

Environment variable used by the Java virtual maeho find out where to locate
classes

CSS

Cascading Style SheeBormal language used to define the rendering dfutsire
document

crEme

A Java Virtual Machine developed by NSicom, conigatiwith the Java Perso
standard.

GPRS

The General Packet radio Servige a mobile data service available to users of |
mobile phones. It is often described as "2.5G"t itha a technology between
second (2G) and third (3G) generations of mobllepteony.

HTML

Hypertext Markup Languag#esigned to structure and render texts as hypeusxt
is the standard Web page format

JAVA

Object-oriented programming language
JavaScript

Web page-oriented interpreted programming languatiea similar syntax to Java
JavaServlet

Java object that runs within the context of an i@pfibns server and implements
interface or inherits any of the best classesdapecifi
protocol

JBED

A Java Virtual Machine that implements thé.[C/MIDP solution for Esmerte
mobile devices.

JEODE

A Java Virtual Machine for Java Personal solutiand CDC for mobile and emk
devices.
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JVM

TheJava Virtual Machineés a virtual machine that executes Java Bytecodis. cod:
is most often generated by Java language compilsttgl. is a crucial component
the Java platform.

J2ME

Java 2 Micro Editionis a collection of Java APIs for the developmensatware fo
resource constrained devices such as PDAs, celhgsh@and other consun
appliances. It has been designed and releasedrbiiBuoSystems.

J2ME-CDC

J2ME Connected Device Configuratien.a framework for building J2NM
applications on embedded devices ranging from gageto set-top boxes.

LOG
It refers to the record of application operations.

PDA
Personal Digital Assistanis a handheld computer originally designed as aqua
organizer

Symbian

Symbian OS is an operating system designed for Imal@vices, with associa
libraries, user interface frameworks and referang@demenations of common too
produced by Symbian Ltd.

UMTS

The Universal Mobile Telecommunications Sysisrone of the third-generation (3G)
mobile phone technologies. It uses GBMA as the underlying standard,
standardized by the 3GPP, and represent&tiiepean/Japanese answer to the
IMT-2000 requirements for 3G Cellular radio systems

URI

The Uniform Resource Identifigs an Internet protocol element consisting of art
string of characters that conform to a certain &ynThe string comprisess hame ¢
address that can be used to refer to a resourtealfundamental component of
World Wide Web.

XML
Extensible Markup Languagdeveloped by W3C
WI-FI

Wireless Fidelityis a brand originally licensed by the \Wi-Alliance to describe ti
underlying technology of wireless local area neksofWWLAN) based on the IEE
802.11 specifications.
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